CEDI Gateway Self-Service Password Portal

CEDI offers a Gateway Self-Service Password Portal to allow Trading Partners the ability to
change or reset their password used to connect to the CEDI Gateway.

For additional assistance, contact the CEDI Help Desk at 866-311-9184 or via e-mail at
ngs.cedihelpdesk@wellpoint.com.
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CEDI Trading Partner ID Passwords

Passwords will expire every 60 days and Trading Partners must then reset with a new
password.

Password requirements are listed below:

* Passwords must be eight (8) characters in length; no more and no less.

» Passwords must contain a combination of numeric and alpha characters.

» Passwords must contain a special character; for example @, #, $

» The CEDI Gateway is case sensitive. How you enter your password in the portal is how you
must enter your password at the gateway.

= After three (3) incorrect login attempts, the account will be locked. Please contact the CEDI
Help Desk at 866-311-9184 to have your password Reset.

* The ID history retains the last nine passwords the user has chosen. These cannot be reused.

» Passwords must not be stored in scripts, files, or applications unless compensating controls
are in place

CMS’ information security policy strictly prohibits any trading partner from outsourcing system
functions to any resource located outside of the United States or its territories. Prohibited
outsourced functions include but are not limited to the transmission of electronic claims, receipt
of remittance advice, or any system access to obtain beneficiary PHI and/or eligibility
information. Violation of this policy will result in revocation of all methods of system access,
including but not limited to EDI front-end access or EDC RACF user access.

CMS’ information security policy strictly prohibits the sharing or loaning of Medicare assigned
IDs and passwords. Users should take appropriate measures to prevent unauthorized
disclosure or modification of assigned IDs and passwords. Violation of this policy will result in
revocation of all methods of system access, including but not limited to EDI front-end access or
EDC RACEF user access.
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CEDI Gateway Self-Service Password Portal

Providing Security Information

On December 16, 2011, CEDI added a feature to the CEDI Gateway Self-Service Password Portal
on the CEDI Web site www.ngscedi.com to capture additional security information CEDI will
require when our front-end system is upgraded in early 2012.

After the upgrade has been completed in early 2012, Trading Partners will only be able to
perform self-serve password resets if they have provided additional security information to us.
Therefore we are allowing this data to be entered now via our current portal for storing in our
databases as an effort to facilitate the implementation of the future security changes. Once the
security information has been entered, it cannot be changed again until after the new
security features are implemented early next year.

To provide this information, go to the CEDI Web site www.ngscedi.com and select the CEDI
Gateway Self-Service Password Portal link.

Wational Government Servicas, Inc.

|: E I] I\\\ CEDI Gateway Self-Service Password Portal

Common Electronic Data Interchange

Home
CEDI Enroliment The CEDI Gateway Self-Service Password Portal is a simple and secure Web-based process for chat
Application Stalus Tool passwords for CEDI Trading Partners. This system is available 24 hours a day, 7 days a week for the

CED| Gateway Seli-service ]| 1rading Partners
Password Portal

Mote: To be able to use the CEDI Gateway Self-Service Password Portal. the CEDI Trading Partner R
DME MAC Links be completed and processed. Once the confirmation e-mail is received indicating that the recertificati
EDI Enroliment completed, you may begin to use the password portal

Information TRADING PARTNER PASSWORD

Listserv Reqgisiration Instructions &

Hews -
Frequently Asked Questions

Webinars
CEDI will be conducting Webinars and conference calls to walk Trading Partners through this new pre
Important CEDI Events sent out indicating the dates for these Webinars

Post Call Survey

For additional questions, please contact the CEDI Help Desk at 866-311-9184, or you may submit yo

Resource Materials ngs.cedinelpdesk@wellpoint.com
5010and DO I

Implementation Information | ~°StDate 05/02/11

Software Downloads and Adobe Acrobat Download
Documentation (PC-ACE

and MEEP)

Technical Specifications
(Companion Document)

Telecommunications

(Rev. 12/11) 2


http://www.ngscedi.com/
http://www.ngscedi.com/

CEDI Gateway Self-Service Password Portal

Select the Change/Reset Your Trading Partner Password button.
The following box will be displayed.

{= Attention All Trading Partner Owners - Windows Internet Explorer

Attention All Trading Partner Owners

CEDI will be upgrading our software system in early 2012. We need your assistance in collecting the
additional secunty data needed. Select the "Provide Secunty Info” butten or, if you have completed
this information already, select the "Proceed with Password Reset/Change™ button

| Proceed with Password Reset/Change { Provide Security Info ]]

Select “Provide Security Info” button to provide your security information.

Select “Proceed with Password Reset/Change” if this information has already been provided. (If
you have already completed these steps, proceed to the change/reset directions.)

If you select to “Provide Security Info”, the following screen will be displayed.

‘*ﬂaﬁﬂﬂal Government

services.

CEDI will be upgrading our software systems early 2012, The upgrade provided by our vendor will have
enhanced security features and better functionality to help us service vour calls more efficiently.

The upgrade will also require CEDI to modify the CEDI Gateway Self-Service Password Portal in addition
to using enhanced security features. In order for the enhanced security to be fully functional for the Self
Service Password Reset module in early 2012, we will need your assistance with collecting the
additional data that will be needed in our system.

More detailed information on the additional security features will be provided via ListServ as well as in
the Instructions and Frequently Asked Questions documents as it becomes available.

If yvou have any guestions, please contact the Help Desk at 866-311-9184.

(Trading Partner ID || H Submit l ]

| Go to NGSMedicare.com |
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CEDI Gateway Self-Service Password Portal

You will need to enter your Trading Partner ID and select “Submit”.
You will need to enter information into all the required fields and select “Submit”.
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You should see the following confirmation screen once the information is submitted. You can
then choose to enter security information for another Trading Partner ID or proceed to

“Change/Reset” the password.
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CEDI Gateway Self-Service Password Portal

Changing Your CEDI Password

To change your password, click on the “Change/Reset Your Trading Partner Password” link.
The following screen will display:

National Government Services
Password Maintenance

This application allows you to Reset or Change your password.

i Password Reset 42 password Change

Click on the “Password Change” link

The following screen will display:

National Government Services
Password Change

Usermname:

Current Password:

Mew Password:

Yerfy Passwoard:

&= Back

Trading Partners must enter:

v' Username: (Trading Partner ID)
v" Current password:

v New Password:

v' Verify password:

Then click “Save”.
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CEDI Gateway Self-Service Password Portal

If the password change was successful, the following will be displayed:

National Government Services
Password Maintenance

Fassword Change Successful.
This application allows you to Reset or Change your password.

8 Password Reset =~ Password Change

If the password change was not successful, the following will be displayed:

National Government Services
Password Change

Fassword Change Failed.

Usermname: || |

Current Password: | |

Mew Password: | |

Verify Password: | |

&= Back @ save

Trading Partners will either need to try the steps again with the correct Current Password or
contact the CEDI Help Desk to have the password reset.

After a successful Password Change, the e-mail address sent on your CEDI Recertification Form
will receive the following e-mail:
CEDI Trading Partner:

Your password has been changed. Your new PIN number is 7MN3103E. This PIN
will be needed for verification the next time you log in. Please print this page and
keep it for your records. If you did not reset your password, please notify the CEDI
Help Desk immediately.

Please do not reply to this e-mail message. The return address is not monitored.

This completes the Password Change function. You will now use the your new password to
connect to the CEDI Gateway
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Resetting Your CEDI Password

To change your password, click on the “Change/Reset Your Trading Partner Password” link.
The following screen will display:

National Government Services
Password Maintenance

This application allows you to Reset or Change your password.

i Password Reset o~ Password Change

Click on the “Password Reset” link.

The following screen will display:

National Government Services
Password Reset

Username: | |

User PIN: | |

TP E-mail Address: | |

= Back

& save

To reset your password, you will need to retain the e-mail received (example on page 4) with

the PIN number from the Password Change in order to reset the password before it expires 60
days from the last password change.

Trading Partners must enter:

v" Username: (Trading Partner ID)

v" User PIN: (From Password Change E-mail)
v TP E-mail Address:

Then click “Save”.
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CEDI Gateway Self-Service Password Portal

If the information was correctly entered, the following screen will display:
Trading Partners will need to enter their new password twice and click “Save”

National Government Services
Password Reset Change

Password Reset Successful.

Usemame: B08230002

Mew Password: | |

Verify Password: | |

+= Back & save

If the password reset was successful, the following screen will display:

National Government Services
Password Maintenance

Password Change Successful.

This application allows you to Reset or Change your password.
g Password Reset +2 pPassword Change

If the password reset was not successful, the following screen will display:

National Government Services

Password Reset

Authentication FAILED. Please verify the Username, User PIN and/or E-mail Address you are typing
are correct. If you continue to experience issues, please contact the CEDI helpdesk at 1-866-311-

9184,

Username: || |

User PIM: | |

TP E-mail Address: | |

&= Back & save

For additional assistance, contact the CEDI Help Desk at 866-311-9184 or via e-mail at
ngs.cedihelpdesk@wellpoint.com.
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